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Security at HNL Corp.

At HNL Corp, security is at the heart of what we do. As a trusted provider of Managed IT
Services, security camera installations, and access control systems, we are committed to
maintaining the highest standards of security for our clients. Below, we outline the key
measures we take to keep your data and premises safe.

Our Security Approach

We apply a multi-layered approach to security, combining industry best practices with
cutting-edge technology to protect your assets, data, and infrastructure.

Compliance & Certifications

We are dedicated to aligning with industry standards and compliance requirements to
ensure your business is protected in every possible way. HNL Corp follows security
practices based on industry-leading frameworks and certifications such as:

e ISO/IEC 27001: Our information security management is alighed with this
international standard to ensure comprehensive risk management and data
protection.

e SOC 2: We undergo regular third-party assessments to meet SOC 2 standards,
ensuring our security, availability, and confidentiality controls are effective and
reliable.

Data Security

e Encryption: We utilize AES-256 encryption to protect data both in transit and at
rest, securing your sensitive information against unauthorized access.

e Access Control: Our role-based access controls limit data access to authorized
personnel only, with regular reviews to ensure compliance.

« Data Backups: Automated daily backups and secure storage ensure data is
recoverable in case of an incident.

Network Security

¢ Firewall Protection: Advanced firewall systems monitor and block unauthorized
access, providing a robust perimeter defense.

¢ Intrusion Detection & Prevention: We continuously monitor for suspicious
activities and respond swiftly to mitigate potential threats.

¢ Vulnerability Scanning: Regular vulnerability scanning and prompt patching keep
our systems secure against known threats.

Product Security
Our products and services are designhed with security in mind. From security cameras to
access control systems, to cyber-protection, our solutions feature:



¢ Real-time Monitoring: We offer 24/7 monitoring solutions to ensure continuous
visibility and immediate alerts.
e Secure Access Control: Our access control installations include options like
biometric scanning and keycard access, ensuring only authorized access.
o System Updates: Regular firmware and software updates to all installed equipment
to protect against the latest security vulnerabilities.
Employee Security Training
AUWLHNL Corp employees undergo regular security training, including:
e Cybersecurity Awareness: Training sessions to equip our team to identify phishing
attempts, social engineering attacks, and other threats.
¢ Incident Response: Our employees are prepared to act swiftly and efficiently to
mitigate any security incident.
Incident Management
If a security incident occurs, our Incident Response Team follows a well-defined protocol,
which includes:
 Rapid Response: Immediate assessment and containment of the issue.
¢ Client Communication: Transparent and prompt communication with affected

clients.
¢ Continuous Improvement: Post-incident review and improvements to our security
measures.
Security FAQ

Q: How often does HNL Corp conduct security audits?

A: We perform annual third-party audits and internal reviews every quarter.

Q: What security measures do you have for your access control systems?

A: Our access control systems feature secure authentication options, including
biometrics, and are regularly updated to ensure they meet the latest security standards.

Q: Is client data shared with third parties?

A: HNL Corp does not share client data with any third parties unless explicitly authorized by
the client or required by law.

Contact Us

Have questions about HNL Corp’s security practices? Contact us at:
e Email: support@hnlcorp.com
e Phone: 305-816-9292



